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Make the most of the Bash shell and Kali Linux's commandlinebased security assessment tools

About This Book

Utilize the command line to create, run, and execute tests●

Learn useful command line based information processing utilities and unlock the problem solving power of●

a Linux terminal
Practical demonstrations using in-depth explanations and screenshots to help you use the Linux Bash●

terminal to tackle a collection of common security-related problems.

Who This Book Is For

If you are a penetration tester, system administrator, or developer who would like an enriching and practical
introduction to the Bash shell and Kali Linux command-line-based tools, this is the book for you.

What You Will Learn

Perform network enumeration techniques with Dig, whois, dnsenum, dnsmap, and others●

Learn how to fuzz and reverse engineer using the Kali Linux command line tools●

Exploit common web application vulnerabilities using skipfish, arcachi, and sqlmap●

Accomplish man-in-the-middle attacks straight from your command line●

Assess SSL security using sslyze and openssl●

Carry out network traffic analysis using tcpdump●

In Detail

This book teaches you to take your problem solving capabilities to the next level with the Bash shell, to
assess network and application level security by leveraging the power of the command-line tools available
with Kali Linux.

The book begins by introducing some of the fundamental bash scripting and information processing tools.
Building on this, the next few chapters focus on detailing ways to customize your Bash shell using
functionalities such as tab completion and rich text formatting. After the fundamental customization
techniques and general purpose tools have been discussed, the book breaks into topics such as the command-
line-based security tools in the Kali Linux operating system. The general approach in discussing these tools
is to involve general purpose tools discussed in previous chapters to integrate security assessment tools. This
is a one stop solution to learn Bash and solve information security problems.
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From reader reviews:

David Colon:

Why don't make it to become your habit? Right now, try to ready your time to do the important work, like
looking for your favorite e-book and reading a publication. Beside you can solve your condition; you can add
your knowledge by the guide entitled Penetration Testing with the Bash shell. Try to the actual book
Penetration Testing with the Bash shell as your friend. It means that it can being your friend when you really
feel alone and beside those of course make you smarter than previously. Yeah, it is very fortuned for you.
The book makes you more confidence because you can know almost everything by the book. So , let us
make new experience and also knowledge with this book.

Lillian Robbins:

This book untitled Penetration Testing with the Bash shell to be one of several books this best seller in this
year, here is because when you read this e-book you can get a lot of benefit upon it. You will easily to buy
this particular book in the book retail store or you can order it by using online. The publisher in this book
sells the e-book too. It makes you quicker to read this book, because you can read this book in your Smart
phone. So there is no reason to you personally to past this book from your list.

Caroline Edwards:

People live in this new morning of lifestyle always make an effort to and must have the time or they will get
wide range of stress from both daily life and work. So , whenever we ask do people have spare time, we will
say absolutely of course. People is human not a robot. Then we inquire again, what kind of activity are there
when the spare time coming to you of course your answer will probably unlimited right. Then ever try this
one, reading publications. It can be your alternative within spending your spare time, the actual book you
have read is actually Penetration Testing with the Bash shell.

Lashunda McCloud:

Your reading 6th sense will not betray an individual, why because this Penetration Testing with the Bash
shell book written by well-known writer who knows well how to make book which can be understand by
anyone who else read the book. Written inside good manner for you, dripping every ideas and writing skill
only for eliminate your own personal hunger then you still uncertainty Penetration Testing with the Bash
shell as good book not simply by the cover but also by the content. This is one publication that can break
don't determine book by its protect, so do you still needing an additional sixth sense to pick this specific!?
Oh come on your reading sixth sense already alerted you so why you have to listening to one more sixth
sense.
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